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Disclaimer

The views expressed in this presentation 
are my own and not necessarily the views 
of my current, past or future employers.
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Introduction 

• The Oracle authentication is a subject 
rarely covered

• The Oracle Advanced Security can be 
used for the communication encryption, 
but it is of additional cost

• The communication between the client 
and the server is rarely encrypted



  

Oracle native authentication

• „Challenge-response” protocol 
• The used crypto is getting stronger 

between the versions
• The Java (thin) driver behaves differently 

than the native (oci) driver
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Oracle native authentication
• The client sends the username
• The server generates a random key, encrypts it 

with the hash of the user's password and sends 
it to the client 

• The client decrypts the key and encrypts the 
clear text password of the user with the 
decrypted key

• The server decrypts the encrypted password, 
generates the hash and compares to the stored 
value



  

Oracle native authentication
Version Password hash 

algorithm Encryption algorithm Generated keys by the server and the client

8i DES-based DES Just the server sends a key (challenge) 

9i DES-based 3DES SHA1 is used to generate the 3DES key, just 
the server sends a key

10g DES-based AES-128 The generated keys of the server and client 
are XOR-ed an then MD5 is used

11g SHA1 AES-192 The generated keys of the server and client 
are XOR-ed and then MD5 is used (because 
of the difference in the key length, there are 
some differences to the 10g version)

8i-10g Java Thin DES-based DES Just the server sends a key (challenge) 

11g Java Thin (ha 
11g a szerver)

SHA1 AES-192 The generated keys of the server and client 
are XOR-ed and then MD5 is used (because 
of the difference in the key length, there are 
some differences to the 10g version)
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Oracle native authentication

The main differences between the versions
– Stronger crypto algorithms
– Starting with 10g the client sends an 

AUTH_SESSKEY too and it is used for the 
password encryption with AUTH_SESSKEY 
from the server

– Starting with 11g the Java thin driver supports 
the stronger authentication algorithms

– The AUTH_SVR_RESPONSE can be a 
protection against server spoofing



  

Oracle native authentication

Problems:
– „Off-line” brute-force
– If we have the password hash, we can decrypt 

the AUTH_PASSWORD and get the clear text 
password
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Downgrade
• The weaker the protocol, the faster it can 

be cracked
• For example, if we can convince an 11g to 

use a weaker algorithm, the difference 
between the small and capital letters will 
disappear 

alpha max 6 characters

20158268676 / 321272406 = 62
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Windows authentication

• Oracle supports the Windows-based 
authentication (create user domain\user 
identified by externally;)

• The users do not need to provide their 
password. If they've already logged into 
their workstation, they can use the 
following command to log in to the Oracle 
server (runs on Windows)

sqlplus /@connectionstring



  

NTLM refresh

• It is also a „challenge-response” protocol
• We can speak about more versions here 

also
– NTLMv1
– NTLMv1 with NTLMv2 Session security 
– NTLMv2



  

NTLMv1

LM Response=
DES(LMHASH[0-6],Challenge)
+DES(LMHASH[7-13],Challenge)
+DES(LMHASH[14-15] + 5*0x00,Challenge)

NTLM Response=
DES(NTHASH[0-6],Challenge)
+DES(NTHASH[7-13],Challenge)
+DES(NTHASH[14-15] + 5*0x00,Challenge)

NTLM Type 1 

NTLM Type 2 

NTLM Type 3 



  

NTLMv2

LMv2 Response =HMAC-MD5(HMAC-
MD5(NTHASH,Username+Domain),
Server Challenge+Client Challenge)
+Client Challange

NTLMv2 Response =
HMAC-MD5(HMAC-MD5(NTHASH, 
Username+Domain)),
Blob Singature+Reserved
+Timestamp+ClientChallange
+Unknown+Target Information
+Server Challenge)

NTLM Type 1 

NTLM Type 2 

NTLM Type 3 



  

NTLMv2 Session Security

LM Response=Client Challenge + 16*0x00

NTLMv2 Session Response = 
DES(NTHASH[0-6],MD5(Server Challenge + Client 
Challenge)[0-7])
+DES(NTHASH[7-13],MD5( Server Challenge + Client 
Challenge)[0-7])
+DES(NTHASH[14-15]+5*0x00, MD5(Server 
Challenge + Client Challenge)[0-7])

NTLM Type 1 

NTLM Type 2 

NTLM Type 3 



  

NTLM refresh

Problems
– Off-line brute-force
– DES-based (NTLMv1, NTLMv2 Session Security)
– The password hash is sufficient for the authentication 

(pass the hash attack)
– Depending on the configuration it can be downgraded 

to the NTLMv1
– Static server challenge + Rainbow tables
– Relay attacks (smbrelay, Squirtle)
– …
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NTLM refresh

Server
Send LM 
& NTLM 
response

Send LM & 
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Send 
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NTLMv2 
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Client

Send NTLM 
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only

OK OK OK OK

Send 
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only

NOK NOK NOK      

Cain test results (downgrade)
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Oracle Windows authentication
• It is allowed by default

SQLNET.AUTHENTICATION_SERVICES= (NTS)
• Of course it has the same problems as the 

normal Windows authentication
• Supports Kerberos. If the authentication is 

Kerberos between a Windows client and a 
Windows server, the Oracle client and the 
Oracle server will use Kerberos as well
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Oracle Windows authentication
• The Windows authentication is there, even if the 

user uses his/her native Oracle username and 
password. In this case the Windows 
authentication data travels on the network 
unnecessarily

• Because of this, if we attack the Windows 
authentication for example with downgrade 
attack or with a static server challenge, the client 
will not realize the difference  



  

Oracle Windows authentication

Windows Domain!!

Kerberos!!



  

Oracle Windows Kerberos
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Oracle Windows Kerberos

NTLM Type 1 

NTLM Type 2 

NTLM Type 3

Name? Kerberos?

Name, but without Kerberos! NTLM Type 1 

NTLM Type 2 

NTLM Type 3



  

Showtime



  

Squirtle
• Web server, we should convince the client to connect to 

(http://code.google.com/p/squirtle/)
• It tries to take advantage of the automatic Windows 

authentication, although it has some strict rules 
(http://support.microsoft.com/kb/258053)

• Save the responses for off-line brute-force attack
• Static challenge
• We can develop modules for Squirtle, (eg: POP3, SMTP) 

which sends the NTLM type 2 to Squirtle and receives the 
NTLM type 3, that can be sent to the server. The NTLM type 3 
comes from the attacked client
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Squirtle GSS API

InitializeSecurityContext 

AcceptSecurityContext 

...



  

Squirtle
SECURITY_STATUS SEC_Entry InitializeSecurityContext(
  __in_opt     PCredHandle phCredential,
  __in_opt     PCtxtHandle phContext,
  __in_opt     SEC_CHAR *pszTargetName,
  __in         ULONG fContextReq,
  __in         ULONG Reserved1,
  __in         ULONG TargetDataRep,
  __in_opt     PSecBufferDesc pInput,
  __in         ULONG Reserved2,
  __inout_opt  PCtxtHandle phNewContext,
  __inout_opt  PSecBufferDesc pOutput,
  __out        PULONG pfContextAttr,
  __out_opt    PTimeStamp ptsExpiry
);



  

Squirtle
typedef struct _SecBufferDesc {
  ULONG      ulVersion;
  ULONG      cBuffers;
  PSecBuffer pBuffers;
}SecBufferDesc, *PSecBufferDesc;

typedef struct _SecBuffer {
  ULONG cbBuffer;
  ULONG BufferType;
  PVOID pvBuffer;
}SecBuffer, *PSecBuffer;



  

Squirtle
• We stop the program at the InitializeSecurityContext
• We copy the NTLM Type 2 Challenge from the 

pInput  and we send it to the Squirtle
• We save the received NTLM Type 3
• We run the program until the return of the 

InitializeSecurityContext
• We replace the pOutput with the saved one that was 

sent by Squirtle
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Hijack

pytnsproxy
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Hijack
• We convince the client to connect to the pytnsproxy 

(MITM, ARP cache poisoning, DNS spoof)
• During the connection we keep track of the sequence 

numbers  
• When the clients quit, we do not send the quit bytes to 

the server. The proxy starts another TCP server thread
• The attacker can connect to this TCP server. The same 

version and driver (oci, thin) should be used. The proxy 
simulates the authentication

• After the authentication the proxy updates the sequence 
numbers



  

Hijack

• In case of 10g and 11g we should create 
the AUTH_SVR_RESPONSE

• Because of this, in case of 10g the 
username and password should be fixed 
values, in case of 11g the password 
should be a fixed value during the 
authentication simulation 
(proxytest/proxytest)
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Protection
• The complete solution should be to encrypt the communication 

between the client and the server
– Oracle Advanced Security
– Alternative solutions

• SSH (http://www.dbspecialists.com/files 
/presentations/net8_security.html)

• stunnel (http://www.stunnel.org/examples/oracle.html)

• The difficulty level of the attacks can be raised
– Strong password policy
– Disable the weaker protocols (Windows, Oracle)

• lmcompatibilitylevel
• SQLNET.ALLOWED_LOGON_VERSION



  

Questions



  

Summary
• The default settings could provide possibilities 

for an attacker against the Oracle authentication
• Protection can be achieved by following some 

basic principles
• The Squirtle module is a good example on how 

easy it is to exploit a weakness with 
programmatic debugging

• The problems of Windows authentication show 
that securing our infrastructure is always a 
multilayer and complex task



  

• www.soonerorlater.hu
• www.oxid.it
• code.google.com/p/squirtle/
• davenport.sourceforge.net/ntlm.html
• ubiqx.org/cifs/SMB.html

URLs


